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1 INTRODUCTION 3

Poesia is a project partly funded by the European Commission DG IN-
FOSOC - safer Internet Action Plan - project 2117/27572. The latest version
of this document is available as http://www2.poesia-filter.org/partners/
urlpicsjs_D5_1.html (HTML document) or http://www2.poesia-filter.org/
partners/urlpicsjs_D5_1.pdf (PDF file). The source LaTeX files are avail-
able through CVS - see http://www.poesia-filter.org/intro-repositories.
shtml - in the PoesiaDoc/ directory. Main source file isurlpicsjs D5 1.tex

This deliverable D5.1 is part of WorkPackage WP5 - URL, PICS, Javascript
filtering

Developers partners (responsible for this delivrable) are CEA and META

1 Intro duction

This report details the URL, PICS and Javascript based filters of Poesia .

Notice: Thisdocument is coded in IATEX and converted to PostScript,
PDF with KTEX and dvi. It is also converted to HTML using HeVeA
(see http://para.inria.fr/~maranget/hevea/). The produced HTML ren-
ders equation using the (non-standard, but quite common) Symbol font.
If your browser do not show equations properly (for example the charac-
ter here  should be a greek lowercase gamma letter) configure it appro-
priately (see http://para.inria.fr/“maranget/hevea/doc/browser.html) or
download the PostScript or PDF files.
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2 URL Itering

[cvs. revision Revision : 1:3]

This section focus on URL Filtering

2.1 Overview

The URL filtering mechanisms provides POESIA filtering system with a ba-
sis of the features, flexibility, effectiveness and simplicity that allows quick
time filtering on a high number of pre-classified URL. In fact, the simple
and effective technology underlying URL filtering explain why all and every
commercial filtering solution is using some kind of URL filtering based. The
technology on which this filtering mechanism relies is black /white URL clas-
sified control list. It is not the case to enter here the complex mechanism
of decision of the system, but clearly if a URL is listed in the black control
list the page requested will be refused (at least for a particular audience),
whatever mechanism and politics of decision will be implemented. Never-
theless, URL filtering in POESIA is not just only black and white URL list
based (as in many existing filters), but also based on the set of links or URL
references contained in a HTML document. Once the set of links (or a good
approximation) going out of a document is computed, some scores can be
determined by the software (as an example if some porn ad URL is known
to be harmful, an HTML page referring to it could get bad scores on this
filtering). The system will give the possibility of administrating the list and
some other configuration parameters. Before undertaking the architectural
design of this component META has evaluated many current existing solu-
tion. This effort had also the goal of clearly understanding - mostly on a
technical point of view - what are current customers need concerning URL
based filtering solution and how this could possibly impact any present and
future development of the component in terms of flexibility. Architectural
definition of PICS filtering component The overall architecture of the URL
filtering component can be squarely defined as being, for what concerns
communication channels and interfaces, the same as that of the other fil-
tering components. It has the same three communication channel, the only
difference being the format of the messages passed to the monitor: in this
case it is a ASKURL message when requesting a particular URL and the
response to this request is a URL message with url attribute and a list valu
e with black or white or none argument. Components interfaces and com-
munication protocol are defined in deliverable 3.1. It is worth noting that
is the monitor which takes care of storing a black and white list of URL.
On a functional point of view, URL filtering component receives a filtering
request from the monitor and the whole HTML page content. After having
extracted all URLs contained in the page and having done some operation on
them (assembling them, for instance) it ask one or more times the monitor
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about the presence of some URL in the control list. After having received
some response from the monitor it finally it sends a message to it containing
the score for the present request.

2.2 Arc hitectural de nition of PICS Itering component

The overall architecture of the URL filtering component can be squarely
defined as being, for what concerns communication channels and interfaces,
the same as that of the other filtering components. It has the same three
communication channel, the only difference being the format of the messages
passed to the monitor component: in this case it is a ASKURL message
when requesting a particular URL and the response to this request is a
URL message with 'url’ attribute and a list value with black or white or
none argument. Components interfaces and communication protocol are
defined in deliverable 3.1. It is worth noting that is the monitor which takes
care of storing a black and white list of URL. On a functional point of view,
URL filtering component receives a filtering request from the monitor and
the whole HTML page content. After having extracted all URLs contained
in the page and having done some operation on them (assembling them,
for instance) it ask one or more times the monitor about the presence of
some URL in the control list. After having received some response from
the monitor it finally it sends a message to it containing the score for the
present request.

3 PICS ltering

[cvs. revision Revision : 1:4]

This section focus on Pics Filtering

3.1 Intro duction

PICS filtering has proved to be a very effective way of filtering to filter Web
content and helps serving diverse audiences the appropriate material. For
this reason PICS has been proposed by the World Wide Web Consortium
in 1995 and has since been used and endorsed by major software industry.

The Platform for Internet Content Selection (hereafter PICS - see http://www.w3.org/PICS/)
establishes Internet conventions for label formats and distribution methods
while dictating neither a labelling vocabulary nor who should pay attention
to which labels. It is analogous to specifyin where on a package a label
should appear, and in what font it should be printed, without specifying
what it should say.

PICS has become quickly a well known standard defining rating format
for Web content. In early 1996, major software vendors began to use PICS
filtering solution.
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3.2 Analysis of existing PICS ltering comp onent

Before undertaking the architectural design of this component META has
evaluated many current existing solution. This effort had also the goal of
clearly understanding - mostly on a technical point of view - what are current
customers need concerning PICS based filtering solution and how this could
possibly impact any present and future development of the component in
terms of flexibility.

Since the main issue in projecting and building a PICS filter in POESTA
is the implementation of a PICS compliant parser, an extensive assessment
of many reusable parser component with the goal of adapting them to the
objective of POESIA has been carried out. Finally the choice fell on the
PICS parser released by World Wide Web Consortium (http://www.w3.org)

Subsection Architectural definition of PICS filtering component The
overall architecture of the PICS filtering component can be squarely de-
fined as being, for what concerns communication channels and interfaces,
the same as that of the other filtering components. It has the same three
communication channel, the only difference being the format of the response
given to the monitor: in this case it is a SCORE message with attribute score
and a value between 0 and 100. Components interfaces and communication
protocol are defined in deliverable 3.1.

On a functional point of view, PICS filtering component receives the
header of the HTTP request and the whole HTML page. After having
extracted all PICS complaint tags it tries to map those tags and values back
to the POESIA categories and scores. Finally it sends a message to the
monitor containing the score for the present request.

3.3 Implemen tation of PICS Itering comp onent

The implementation of the PICS filtering module starts from the PICS

parser which are public available under a GPL compliant licence at http://www.w3.org/.
This parser is coded in java. The initial objective was to patch and adapt

it to fit the overall architecture of POESIA. The decision to patch this was

taken mainly for the following reasons:

1. Complaint to licence

The licence of the PICS parser is fully compliant with GPL (in
fact it is more extensive that the GPL one)

2. Compatibility of the component in respect to the POESIA system.

The implementation work has leaded to the implementation of the com-
munication interfaces defined in POESIA protocols for the communication
between the monitor and the filter itself (see deliverable D3.1 for details).The
documentation of the Parser itself is publicly available in JavaDoc format
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through CVS server on POESIA Server (http://www2.poesia-filter.org). Af-
ter a long work of re-engineering and further development the component
now is fully integrated in the POESIA system. Its use has been tested on
many different test beds and as now reached a very high level of robustness
and effectiveness.

4 Javascript ltering

[cvs. revision Revision : 1:12]

This section focus on Javascript filtering.

4.1 experimental observations of Javascript

A patched version of Larbin has been used to scan (a small portion of) the
Web and get some very crude measures'. Then we observed manually some
page sources. We report here some of our findings (some of the Javascript
code is reformatted or reindented to fit in the page; we avoid giving in this
public document explicit adult only URL sites):

1. about half of the Web pages contain Javascript. Most of these scripted
pages contain several occurrences of the <script tag. The average
number is 4.2 scripts per scripted page. Most of the scripts are small
(average length of <script element is about 608 bytes), but some are
quite big: 90% of scripts are not bigger than 1500 bytes. Most pages
contain embedded scripts, i.e. scripts with src= attribute. Usually,
several pages on the same site share some common embedded scripts
lying in external urls or files like *. js, whose size vary widely (average
of about 1800-2500 bytes).

2. some Javascript code is repeatedly used on the Web. More precisely,
some Javascript functions appear at several unrelated pages. For ex-
ample, the following chunk has many occurrences:

Inhttp://www.isoc.org/isoc/ and http://www.eap-pea. org/html2 etc....

function MM_swapImgRestore() { //v3.0
var i,x,a=document.MM_sr;
for(i=0;a&&i<a.length&&(x=al[i])&&x.0Src;i++) x.src=x.oSrc;

'Because of the very small size of our sample (several thousand pages scanned) the
figures are not very precise, but give a very rough idea of the actual state of the Web.
The approximate percentage listed here is relative to the set of pages containing any form
of Javascript. Also measures here are done by simple regular expressions and without
building any syntax tree of Javascript code.

2The bulk of this eap-pea page is MacroMedia shockwave-flash content which is outside
the scope of Poesia iap2117
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}

function MM_preloadImages() { //v3.0
var d=document; if(d.images){ if(!d.MM_p) d.MM_p=new Array();
var i,j=d.MM_p.length,a=MM_preloadImages.arguments;
for(i=0; i<a.length; i++)
if (alil.indexOf ("#")!=0)
{ d.MM_p[jl=new Image; d.MM_p[j++].src=ali];}}
}

A plausible explanation of such multiple occurrences is either that this
Javascript code is the fixed portion of some Javascript-capable Web
page generator (actually this code seemsrelated to MacroMedia), or that
some webmaster shares (or copy) a Javascript code between several
web sites. Also notice that the MM_preloadImages function above is
variadic (using the arguments facility). Actually this MM_preloadImages
function appears in nearly 20% of pages with scripts. And some sites
offer dowloadable Javascript chunks, like http://javascript.com/

3. some Javascript code dynamically generate tags containing Javascript
(in more pedantic words, metaprogramming is actually used in Javascript).

In http://gamecube.gamezone . com/news/news0000.htm

function 0AS_JX(pos) {
document.write (’<SCR’+’IPT LANGUAGE="JavaScriptl.1" SRC="’
+ AS_url + ’adstream_jx.ads/’
+ O0AS_sitepage + ’/1’ + OAS_rns + ’@’ + pos + ’">?);
document .write(’</SCR’+’IPT>’);
}

Actually, the generated Javascript code may depend upon runtime con-
ditions in the browser, like in http://www.thetimesonline.com/site_
pages/services.php :

<SCRIPT LANGUAGE=JavaScriptl.1>

<1--
OAS_version = 11;
if (navigator.userAgent.index0f(’Mozilla/3’) != -1

|| navigator.userAgent.index0f(’Mozilla/4.0 WebTV’) != -1)
0OAS_version = 10;
if (0OAS_version >= 11)
document .write(’<SCRIPT LANGUAGE=JavaScriptl.1 SRC="’ + 0AS_url +
’adstream_mjx.ads/’ + OAS_sitepage + ’/1’ + 0AS_rns + ’Q’ +
0AS_listpos + ’7’ + 0AS_query + ’"><\/SCRIPT>’);
//==>
</SCRIPT>

Writing the document thru document.write is quite frequent: about
26% of all pages with Javascript.
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4. several Javascript code contains string constants which are likely to
be (part of) an URL just because they start with http:. For instance
http://www.ictks.com/rush/searchrush.html does have a metaprogrammed
chunk similar to above, but also starts with

<!-- /% 7 1997-1999 BURST! Media, LLC. All Rights Reserved.*/
var TheAdcode = ’ad1951a’;

var bN = navigator.appName;

var bV = parselnt(navigator.appVersion);

var base=’http://www.burstnet.com/’;

Actually, many pages (more than 40% of all pages with Javascript)
contain Javascript code with obvious (or less obvious) such links,
for example http://pages.ebay.com/index.html contains several state-
ments like (actually a single long line of code, splitted by me) this:

document.write("<img
src=\"http://pics.ebay.com/aw/pics/home/home_myebay_map_out_425.gif\"
width=425 height=15 alt=\"Home, My eBay, Site Map, Sign In/Out\"
border=0

usemap=\"#home_myebay_map_hasJS\"><br clear=\"all\">");

However, some links appear less trivial. For example http://www.
hivelogic.com/safeaddress/index.php generates an anti-spam email
link, like the one occurring on http://www.randomfoo.net/contact/>
(and many other places) as:

var x = ’ma’; var y = ’il’; var z = ’to:’;
var a = ’&#108;&#104;&#108;7;
var b = &#117;&#115;&#99;&#46;&#101;&#100;&#117;;

document.write(’<a href="’);

document.write (x+y+z) ;

document.write(a); document.write(’&#64;’); document.write(b);
document.write(’" title="">’);

document.write(’email<\/a>’);

Notice in the last above example that decoding the numerical enti-
ties (like &#108; etc...) is done by the browser after it executes the
document .write calls.

5. many HTML pages contain very few Javascript code, which is unre-
lated to links. For example http://www.whitehouse.gov/omb/index.
html contains many static links (in <a or <img tags) but contain only
the 2 following Javascript-s:

3This is an antispam device since simple webots cannot retrieve it automatically from
the HTML code.
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<script language="JavaScript">
<l--
function MM_reloadPage(init) {
//reloads the window if Nav4 resized
if (init==true) with (navigator) {
if ((appName=="Netscape")&&(parselnt (appVersion)==4)) {
document .MM_pgW=innerWidth; document.MM_pgH=innerHeight;
onresize=MM_reloadPage; }}
else if (innerWidth!=document.MM_pgW || innerHeight!=document.MM_pgH)
location.reload();
}
MM_reloadPage (true);
/] ==>
</script>

<script language="JavaScript">

<t--
var days = new Array("Sunday", "Monday", "Tuesday", "Wednesday",
"Thursday", "Friday", "Saturday")
var months = new Array("January", "February", "March", "April", "May",
"June", "July", "August", "September",
"October", "November", "December")
var now = new Date
var year = now.getYear()
if (year < 2000) {
year += 1900
b
document.write(days[now.getDay()] + ", " +
months [now.getMonth ()] + " " +
now.getDate() + ", " + year)
//==>
</script>

Displaying the date, as done above, is a common task handled by
Javascript: the Date identifier appears in about 15% of pages. Testing
the navigator is done in about 25% of pages.

6. Some pages (about 16%) contain scripts using the eval primitive
(which ask the interpreter to evaluate again its argument) of Javascript.
A typical example on http://www.sac.ac.uk/animal/External/ABDWeb/
Avian/Default.htm is:

p = new Object();
plo]l = "_af"; pl1]
pl2] "_ot"; pl3]
function g(id, act)
{ if(document.images)

n OVII .
- )
n dnll .
- )
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document.images[id] .src = eval( "m." + id + p[act] + ".src");
}

if (document.images) {

m = new Object();

m.s_df = new Image(); m.s_df.src = "/images/common/edu.gif";
m.s_ov = new Image(); m.s_ov.src = "/images/common/edu2.gif";
m.s1l_df = new Image(); m.sl_df.src = "/images/common/service.gif";
m.sl_ov = new Image(); m.sl_ov.src = "/images/common/service2.gif";
// etc...

}

with later in the same page several tags like <a href="http://www.sac.ac.uk/education/"
OnMouseOut="g( ’s’,0)" OnMouseOver="g( ’s’,1)">.

7. We found a page having all its (visible) content embedded as a long
script (frequency of this is unknown). This porn site main page con-
tains only a single script containing a very long string? like

<script>

<=

document . write (unescape ("%3C%21D0CTYPEY,20HTML%20PUBLIC%20%22-//W3C//DTD
%20HTML},204 . 0%420Transitional//EN%22%3E%0D%0A%3CHTMLY,3E%0D%0A%3CHEADY,3E
%0D%0A%3CTITLEY3EY3A%3A%3A%20Teenbill . com’,20%3A%3A%34%5B%20The%20
Most%20Explicit%20Teen20Resource’200n%20The’20Net?20%5D%3A%3A%3A%3C
/TITLEY3E}0D%0A%3CSTYLE),20TYPE,3D%22text/css%22%3E),0D%0A%0D%0AB0ODY%20
%7Bbackgroundy,3Ablack%20urly,28images/backl. jpgh29%20repeat-x%201eft%20
top%3B%20scrollbar-face-color%3A%233B5A7CY3B%20scrollbar-shadow-color
%3Awhite’,3B%20scrollbar-highlight-color’,3Awhite’3B

etc...

%3C/B0ODYY,3E%0D%0A%3C/HTMLY%3E%0D%0A") ) ;
//-=>
</script>

Another found example® contains the following script (and then calls
start):

function process(ar)
{

var Stri=’’

var y, z, sum, n, nl, number, j=0
var key = new Array(1734829569,1734829825,1734829926,1734829926)
nl=32;

4The actual page has only 4 lines, with the single Javascript instruction (line starting
with document.write) being over 12500 characters long. We split and truncated the
example, modifying a single word to hide a bit the offensive URL.

°In an URL contained in a german porn spam email
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for (j=0; j<ar.length; ++j) {
for (i=0; i<ar[j].length-1; ++i) {

sum=3337565984 ;

n=nl

y=ar[jl[il; z=ar([j][++il;

while(n-—>0) {
z—=(y<<4)+key[2] “y+sum” (y>>5) +key [3]
y-=(2<<4)+key [0] "z+sum” (z>>5) +key [1]
sum-=0x9E3779B9

}

Stri+=String.fromCharCode (y&0xFF)+String.fromCharCode ((y>>8)&0xFF)
+String.fromCharCode ((y>>16)&0xFF) +String. fromCharCode ( (y>>24) &0xFF)
Stri+=String.fromCharCode (z&0xFF)+String.fromCharCode ((z>>8) &0xFF)
+String.fromCharCode ((z>>16)&0xFF) +String.fromCharCode ((z>>24) &0xFF)
X
document .write(Stri)
Stri=’’
3
}

function start() {

var ar=new Array();

ar[0]=new Array(1276976050,-1017521115,455617694, /*etc*/);
// etc...

process(ar);

}

However, such examples are quite rare, because most embedded javascripts
are not so long (the average script length is about 500 bytes, with about
95% of scripts shorter than 2500 bytes).

8. The event handling facilities of Javascript are commonly used in pages.
Many HTML elements can contain event binding attributes like onClick
onKeyPress onLoad onMouseDown onMouseOver onMove etc.... which
gives a javascript instruction to be executed when the user makes some
specific action. Some event attributes (onDataAvailable onDblClick
onKeyUp onMove etc...) almost never occur (less than 1-2% of all pages
containing Javascripts). Others (onKeyPress onResize onMouseDown...)
occur infrequently (less than 5%). Only few tags have common occur-
rences:

the onclick attribute is often used for dynamic links, like e.g. in
http://permanent.nouvelobs.com/ - a french magazine site onclick=’JavaScript:window
"AFF RES","height=500,width=468,scrollbars=yes,resizable=yes)’.

This onclick attribute occur in about 33-35% of scripted pages.

the onload attribute is triggered when the document is finished
loading. It occurs in about 28-30% of scripted pages. on-load
event script may initialize some scripting globals, check or set
cookies, etc.
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the onmouseover and onmouseout attributes occur almost al-

ways in pairs and are used to provide pop-off menus of links,

etc. About 36-40% of scripted pages contain such attributes. A

typical example from http://www.nme.com/reviews/index.htm is

<area shape="rect" coords="11,105,119,116" href="/charts/index.htm"
onMouseOver="popUp(’elMenu9’,event)" onMouseOut="popDown(’elMenu9’)">

the onsubmit event attribute occurs in forms. It is usually used to
check (in the client browsers) that the input given by the user in
the form is valid. This attribute occurs in about 13% of scripted

pages.

The above observations suggest a javascript analysis strategy more am-
bitious than what was initially supposed in the IAP2117 proposal (and tech-
nical annex of contract).

4.2 Javascript analysis strategies
4.2.1 Insufficiency of runtime or abstract interpretation|s]

A first thought would be to use or adapt an existing opensource Javascript
interpreter (like the one available inside Mozilla - see http://mozilla.org/
js/, or NJS from http://www.bbassett.net/njs/).

Given that Poesia filters run in a box between the client browser (in
the classroom) and the origin server (far away on the Internet), they should
filter content before actual user interaction. This precludes using a runtime
Javascript interpretation in the Poesia Javascript filter, since most of pages
contain scripts just to add more dynamism to pages.

Of course, the Javascript analyzer has, in some particular situations, to
process code (when it does not depends upon external factors like browser
name or user clicks) to do the equivalent of a usual Javascript interpreter.
In particular, examples in observation 7 page 11 have to be handled by some
analysis process which happens to interpret such code.

FEven abstract interpretation techniques are inadequate for Javascript
analysis in Poesia . Recall that abstract interpretation[?, ?] is a complex
technique which :

abstracts the concrete values of the interpreted programs into an ab-
stract lattice (for a simple tutorial example, an abstraction of integer
values in a simple language with only integer scalar variables could be
the lattice of intervals or the lattice of finite unions of such intervals).

symbolically executes the interpreted program by computing in this
abstract lattice (this requires that each primitive of the language is
“abstracted” in the abstract interpreter by a computable function
which approximates the primitive; in the previous example, arithmetic
on intervals.)
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shrinks interpretation of loops (at the expense of precision) by using
sophisticated narowwing and widdening techniques.

may give unsignificant results (by returning the > [top] value, which
abstract any concrete value so do not contain any useful information).

is quite complex and costly to implement (because of interprocedural
analysis, cost of elementary lattice operations, etc...)

In abstract interpretation terminology, the envisioned lattice for Poe-
sia (taking into account the goal of finding dynamic links) was a sophisti-
cated abstraction of strings, either as string prefixes or string regular ex-
pressions. This lattice, already difficult to implement for all Javascript op-
erators® but would need to be extended for objects (such as the document)
and numbers.

Several (actually used!) features of the Javascript language render such
abstract interpretation based static analysis ineffective, in particular :

the functional character of Javascript (in particular, the ability to
return a functional value -implemented as a closure- thru the function
keyword) is difficult to analyze thru abstract interpretation.

the reflexive character of Javascript, which includes the eval primi-
tive” (observation 6 page 10) and its metaprogramming ability (obser-
vation 3 page 8) is not practically tractable by abstract interpretation
techniques.

the object-prototype character of Javascript is unusual for the abstract
interpretation community.

Each of the above items could need, to be effectively used, a significant
amount of basic research (without any guarantee of usable results!) which
is outside the scope of this IAP2117 project.

So a more pragmatic approach to Javascript analysis is required.

4.3 Javascript ltering architecture and implemen tation

The overall architecture of the JavaScript filtering component can be squarely
defined as being, for what concerns communication channels and interfaces,
the same as that of the other filtering components. Components interfaces
and communication protocol are defined in deliverable 3.1. As stated in the

5Think just of the + operator whose abstraction should have taken into account the
special cases of numerical strings and numbers.

"Simply defining the abstraction of eval using a regular expression lattice is a night-
mare (or a total loss of information, by returning T almost always), let alone to implement
it!
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4.2.1, continuous feedback from actual experimentation with current Web
content is much more important than what was initially supposed. Observa-
tions about the examples found on the Web has leaded to use on POESIA an
implementation of the filtering mechanism which takes as primary consider-
ation robustness and efficiency. A rule based pattern matcher is responsible
of identifying the presence of JavaScript code inside the document page and
run an analysis tool in order to find if there are reference to URL which are
to be blocked. The JavaScript filtering component is implemented in order
to allow to add, in a very easy and straightforward way, more sophisticated
analysis engine in the future (outside of the POESIA timeframe), but at
the moment all tests run on complex JavaScript filtering methodology as
those described in the previous chapters, are computationally to heavy in
order to permit the system to run in real use environment. The actual
JavaScript filtering software has instead demonstrated, though using more
simple techniques, a very high standard of performance.



